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Introduction  

Cyber security is the use of technologies, processes, and controls to 
defend against cyberattacks on systems, networks, programmes, devices, 
and data. Its goal is to reduce the risk of cyberattacks and to protect against 
unauthorised use of systems, networks, and technologies. Cyber security is the 
use of technologies, processes, and controls to defend against cyberattacks 
on systems, networks, programmes, devices, and data. Its goal is to reduce 
the risk of cyberattacks and to protect against unauthorised use of systems, 
networks, and technologies [1].

Oversight of cyber security risks is becoming more difficult as a result of 
new regulations and reporting requirements. Management must assure the 
board that its cyber risk strategies will reduce the risk of attacks while also 
limiting financial and operational impacts. Because SCADA (supervisory 
control and data acquisition) systems frequently rely on older software, critical 
infrastructure organisations are frequently more vulnerable to attack than 
others. The NIS Regulations apply to operators of essential services in the 
UK's energy, transport, health, water, and digital infrastructure sectors, as 
well as digital service providers .The Regulations, among other things, require 
organisations to implement appropriate technical and organisational measures 
to manage their security risks [1,2].

Description  

Addressing vulnerabilities in your operating systems and network 
architecture, such as servers and hosts, firewalls and wireless access points, 
and network protocols, is part of network security. Because a square is a 
quadrilateral with four right angles, every square IS a rectangle. Similarly, 
cybersecurity, like physical security and information security, falls under the 
IT security umbrella. However, not every rectangle is a square because the 
definition of a square requires all sides to be the same length. The point is that 
not all IT security measures qualify as cybersecurity because cybersecurity 
has its own set of assets to safeguard [2,3].

James Stanger, Chief Technology Evangelist, defines cybersecurity as 
"focusing on protecting electronic assets – including internet, WAN, and LAN 
resources – used to store and transmit that information." Convenience is one 
of the many benefits of living in a world where every device is connected. 
It's incredibly simple to use your smartphone or device to conduct business, 

manage your social calendar, shop, and make appointments. That's why many 
of us have adopted it as second nature.

However, the convenience of connected data also means that threats from 
bad actors can cause significant damage. Cybersecurity initiatives are critical 
to safeguarding our data and, by extension, our way of life. IT professionals can 
focus on process when employees outside of the IT department are trained. 
The methods used by cybersecurity professionals to protect sensitive data 
are multifaceted. In short, these IT professionals are responsible for detecting 
and identifying threats, protecting information, responding to incidents, and 
recovering from them [3-5].

Conclusion

Putting processes in place not only ensures that each of these buckets is 
constantly monitored, but if a cybersecurity attack occurs, referring to a well 
documented process can save your company time, money, and the trust of its 
most valuable asset your customers. Once you've established frameworks and 
processes, it's time to consider the tools you'll need to begin implementation. 
When it comes to your toolbox, technology has two meanings: the technology 
you'll use to prevent and combat cybersecurity attacks, such as DNS filtering, 
malware protection, antivirus software, firewalls, and email security solutions. 
Computers, smart devices, routers, networks, and the cloud are examples of 
technology that requires your protection.
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