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Introduction

Wireless Sensor Networks (WSNs) are now a focus of research and 
are proving to be a very useful technology for a wide range of applications, 
including those related to the environment, the military, health, the home, and 
the workplace. Mobile Wireless Sensor Networks (MWSN) and static wireless 
sensor networks are two different types of WSN (SWSN). The MWSN is a 
specialised wireless network made up of a sizable number of mobile sensors, 
but the instability of its topology causes a number of performance problems 
when data is routed via it. Due to some limitations imposed by the sensor 
nodes, SWSNs made up of static nodes and static topology also face some 
of the same security issues as MWSNs. The main difficulties that WSNs face, 
particularly while routing, are security, privacy, resource and computation 
limitations, and dependability issues. These issues are addressed by WSN 
routing protocols [1].

Description

WSN routing systems must guarantee network confidentiality, integrity, 
privacy preservation, and dependability in order to address these issues. As 
a result, effective and energy-conscious countermeasures must be created 
to stop network intrusion. We discuss various WSN configurations, issues, 
fixes, and a point-to-point multi-hop-based secure solution for efficient routing 
in WSNs in this chapter. WSNs are cutting-edge technology with numerous 
potential uses, including battlefield surveillance, emergency response, 
healthcare monitoring, and accident detection, such as the identification of 
elderly people who have fallen. WSNs, however, are frequently put into use 
in hostile or unmanaged areas. A sensor network is the perfect platform for 
attackers to carry out any kind of wicked deeds due to its wireless nature and 
resource limitations [2].

The spread of networked sensors, actuators, and heterogeneous devices 
has been made easier by the quick advancements in hardware, software, and 
communication technologies. One illustration is single board computers, which 
gather and exchange a lot of data to provide a new class of advanced services 
that are accessible to everyone, anywhere, at any time. The term "Internet of 
Things" is frequently used to describe this environment (IoT). Both the number 
of deployments for Sensor Networks (SN) and the Internet of Things (IoT) 
increased dramatically in recent years. Investments and research initiatives 
coming from business, academia, and government are helping to fuel this 
on-going and exponential expansion, while strong technology adoption rates 
among consumers and technologists across disciplines are also driving these 
technologies' penetration [3-5].

Conclusion

To ensure that we receive correct data for humidity or moisture, we must 
have confidence in the sensors. It is not sufficient to establish confidence 
simply by observing the physical presence of sensors in the environment being 
viewed; we also need to be certain that the data originate from actual sensors. 
Previous articles, which did not take into account building mutual trust between 
the sensors, base station, and monitoring application, did not cover the design 
and execution of a monitoring system. The introduction of the temporal 
dimension of trust in a humidity and moisture sensor monitoring environment, 
as well as the extended trust that offers assurance in the trustworthiness 
of data for further analysis, are the key contributions of this work. After the 
designated time, neither the data nor their creation is altered. The remainder 
of the essay is structured as follows. The studies in the monitoring of industrial 
and agricultural environments, as well as models of trust in the IoT context, are 
presented in the following part. A trustworthy wireless sensor network model 
for monitoring humidity and moisture is described in Section.

The new agricultural practises known as smart farming, precision 
agriculture, or smart agriculture allow for the intensive production of agricultural 
goods. To assure product quality, these agricultural practises demand the use 
of contemporary communication and information technology. Soil moisture 
sensors are used in autonomous plant growing systems to improve the time 
and energy effectiveness of irrigation systems and cut water usage. The IL-
69 soil moisture sensor has been employed in the automation of a sprinkler 
system. Sensor data can be shown in real time on an LCD screen and on 
a website. WSNs are susceptible to a range of attacks. These assaults can 
be broadly divided into passive and active categories. The operation of the 
network is not hampered by passive attacks. In this instance, the attacker 
observes without altering the data that is exchanged within the network. Since 
the procedure is unaffected, passive attacks are exceedingly challenging to 
detect. While during active attacks, data is changed, disrupting regular network 
operations. The majority of this chapter's attention is given to active attacks. It 
should be emphasised that assaults on WSNs are not just limited to denial of 
service attacks; they also include node takeovers, attacks on routing protocols, 
and attacks on the physical security of a node.
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