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In tro duction healthcare records, personal identification, and access control systems. For
example, in financial transactions, biometric encryption enhances the security
of digital payments by encrypting transaction data with the user's biometric key,
Biometric encryption represents an innovative approach to enhancing the  ensuring that only the authorized individual can access and decrypt the data.
security and privacy of sensitive information. By combining the strengths of  |n healthcare, biometric encryption helps safeguard patient records, ensuring
biometric data and encryption techniques, biometric encryption offers a robust  privacy and preventing unauthorized access to sensitive medical information.
and unique method of protecting identity-related data. This article exploresthe  Biometric encryption can also be employed in access control systems, securing
concept of biometric encryption, its underlying principles, applications, andthe  physical and digital environments by allowing only authorized individuals with
advantages it brings to the field of information security. Biometric encryption matching biometric keys to gain entry [4,5].
involves the integration of biometric data and encryption algorithms to secure
sensitive information. Unlike traditional encryption methods that rely on .
passwords or keys, hiometric encryption leverages the unique physiological COﬂClUSIOﬂ
or behavioural characteristics of individuals as encryption keys. Biometric
traits such as fingerprints, iris patterns, or voiceprints are used to generate Additionally, careful attention must be given to issues such as system
encryption keys specific to each individual. These keys are then employed to accuracy, scalability, and interoperability to ensure seamless integration and
encrypt and decrypt data, ensuring that only authorized individuals with the ~ user acceptance. Biometric encryption represents a powerful approach to
matching biometric traits can access the protected information [1]. securing identity-related data. By combining the strengths of biometric traits
and encryption algorithms, it offers enhanced security, convenience, and
D . t privacy protection. Biometric encryption eliminates the need for passwords
esc"p on and provides a more reliable and user-friendly authentication method. Its
applications in financial transactions, healthcare, personal identification, and
This key serves as the basis for encryption and decryption operations.  access control systems showcase its potential to strengthen data security in
Template protection, on the other hand, involves transforming the biometric various sectors. By addressing chaiienges’ ensuring privacy proieciion' and
template into a non-invertible or irreversible form. This ensures that even if  fostering responsible use, biometric encryption can play a significant role
the encrypted data or the transformed template is compromised, the original in enhancing the security landscape and protecting individuals' identities in
biometric data cannot be derived from it. Biometric encryption offers several the digitai age. Biometric encrypiion offers promising advantages; there are
significant advantages over traditional encryption methods. Firstly, it eliminates  challenges and considerations to address. Ensuring the protection and privacy

the need for individuals to remember and manage passwords or keys, reducing  of hiometric data is of utmost importance, requiring robust security measures
the risk of unauthorized access due to weak or compromised credentials. for its storage, transmission, and usage.

Biometric traits, being inherent to individuals, cannot be easily forgotten or
misplaced. Additionally, biometric encryption provides a higher level of security
as bhiometric data is unique and difficult to replicate. Even if an attacker gains ACkHOWIedgement

access to the encrypted data, they would still require the corresponding

biometric key to decrypt it. This adds an additional layer of protection against We thank the anonymous reviewers for their constructive criticisms of the
unauthorized access and strengthens data security. Moreover, biometric ~ manuscript. The support from ROMA (Research Optimization and recovery
encryption offers greater convenience and user experience. Users can i the Manufacturing industry), of the Research Council of Norway is highly
seamlessly authenticate themselves using their biometric traits, eliminatingthe ~ appreciated by the authors.

need for complex authentication processes. Biometric traits are more user-

friendly and natural, improving the overall usability and acceptance of security CO nﬂ ICt Of Interest
systems [2,3].

Biometric encryption relies on two fundamental principles: key binding and The authors declare that there was no conflict of interest in the present
template protection. Key binding is the process of creating a cryptographic study.
key that is uniquely derived from an individual's biometric data. Biometric
encryption has diverse applications across various sectors. It is particularly
valuable in protecting sensitive data in areas such as financial transactions,
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