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Automation or control systems, such as Distributed Control 
Systems (DCSs) and Programmable Logic Controllers (PLCs) are 
commonly used in industries to help operators monitor and control 
the situation of the process. In order to detect abnormal situations and 
notify operators promptly, alarms are configured in the system to reflect 
faulty states of specific variables. Alarm management has attracted a 
lot of attention in industries because there are often too many poorly 
configured alarms that distract operators, leading to low efficiency of 
alarm systems. Special techniques are needed to optimize the alarm 
settings, namely, smart alarm management.

In an industrial process, when the process deviates from its normal 
situation, alarms are commonly used as warnings or alerts for operators 
that some actions should be taken immediately to fix the problem. If 
the root cause is found correctly and tackled promptly, then the process 
can return to its normal situation. However, if operators cannot identify 
the real root cause or cannot take right actions to tackle the problem 
in a short period of time, some terrible consequences may occur, 
which sometimes brings out accidents or catastrophes. Currently, 
emergency shot-down systems are always configured for large-scale 
processes, which serve as the last effort to prevent severe accidents, but 
it still brings out economic loss because of the unplanned shutdown. 
Therefore, alarm management is very important and should assist 
operators recognize the real fault. Ideally, one fault should trigger 
one exclusive alarm so that the operator can easily obtain accurate 
information from the alarm. In reality, however, there are too many 
nuisance alarms including chattering or repeated alarms.

There are some standards used as references for the alarm system 
design. In the typical EEMUA191 (version 2) [1] and ISA18.2 [2] 
standards, it is suggested that there should be no more than 6 alarms 
per hour per operator, which assumes that each operator needs 10 
minutes to tackle one alarm in average. Currently there are various 
techniques aiming at reducing redundant alarms. For a single alarm 
design, an optimal filter, time delay, and deadband can be used to 
reduce chattering alarms effectively [3]. If this is perfectly conducted, 
80% of the redundant alarms can be removed [4]. However, alarms are 
just symptoms of abnormal situations, and some abnormal situations 
can raise more than one alarms; thus multivariate alarm analysis is 
needed, where process knowledge, process data, and alarm data should 
be integrated to obtain the relationship between different alarms [4]. 
First, we can find related alarms in historical alarm data by statistical 
and visualization methods [5,6]; then check the process knowledge with 
the help of process data for a causal relationship [7]. These multivariate 
alarms with interrelationship are often shown as alarm floods, in which 
a lot of alarms occur within a short period of time due to propagation. 
There are usually two types of approaches. Root cause analysis aims at 
finding the fault propagation paths [8]. Based on this, the sequential 
alarms can be inactivated if the root cause of the problem has been 
solved. The second method is alarm sequence pattern recognition [9], 
where both the alarm sequence and time factors are incorporated. If the 
newly-detected alarm pattern is the same or similar as a known pattern, 
the related alarms can be grouped and reduced to one alarm.

In addition to the appropriate setting of alarms to deliver as few alarms 
as possible, we should also deliver accurate, plentiful, and constructive 
information to operators. Thus a well-designed alarm management 
system should not only notify the operator there is something wrong, 
but also guide the operator what may be the root cause and what action 
may be effective. Therefore, the smart alarm management system can 
be associated with an operator guide system. In the display of alarm 
events, there should be possible causes and suggested actions. Although 
the information provided may not be exclusive, some options can be 
provided to the operator with probabilities. This has not been realized 
by most of the researchers and practitioners. 

Smart alarm management, as an emerging area, is a typical 
application-oriented interdisciplinary research area. We should go 
beyond the standards to dig out the useful information from the process 
knowledge and historical data.
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