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Introduction
Social engineering is a very basic level of attacks. Once the malicious 

person gets information from the target victim, then start the attack. 
According to the survey, about 88% of clicking links within email of 
all reported phishing. Whereas most common phishing attacks are 
happening in financial institute. It is actually difficult to estimate about 
how much email is sent every day. 

 But it is reported that 90% of email is spam or virus. Despite the 
general concept of social engineering is a kind of art that will convincing 
people to reveal confidential information. The most common target 
of social engineering attacks happened on help desk officer, technical 
support executive, system administrator etc. A malicious person is 
dependent on the fact that people are actually unaware of these values 
or something careless about protecting the information [1]. The 
great impact happening by the attacks in any organization. That is 
economic loss, company or business venture will loss their trust with 
the customer. So, company want earn much profit due to this attacks. 
It is the meaning of closing the company or goes for legal fighting. The 
final result of social engineering attacks is to gaining information that 
means any kind of privacy will be leak out.

 Therefore, to maintain the security of information or information 
assets is vital for the survival for many organization in doing 
continuously business [2]. For the artificial intelligence enabled social 
engineering attacks, the major risk factors are vulnerability and threat. 
For this reason company should be aware about this risk factor [3].

Literature Review 
When the machine will learn the behavior of social network 

behavior. The artificial hacker will be the subsequent better than 

normal human performance. Artificial hacker will distribute more 
phishing mail than human and with the subsequently better rate. One 
of the artificial intelligences named SNAR_R has sent phishing mail to 
890 used with 7.75 per minute. But for normal used it is not possible to 
spread such an amount. If the AI is used to spread such an amount. If 
the AI is used for the good use of human then actually no problem at 
all. But the problem occurs when malicious human being set the AI to 
gain access to other system without legal permission [4-6].

Whereas social engineering is a discipline in social science. Which 
is the influence of popular attitude and the social behavior on a large 
scale by government, media or private groups. That means at first social 
at first social engineering words was used in social science. Where 
influential people was try to badly or wrongly way motivated people. 
It is unknown, how this social engineering word using in information 
security world. In the cyber world, there are two color crimes. One is 
white color crime and another is black color crime. In the case of black 
color crime it is expected that criminal mind people will do criminal 
work. But in the case of white color crime, there is an interesting things 
lying here. Actually their type of people doing criminal work, but 
sometimes they don’t have any necessary to do this kind of information 
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Abstract
Any kind of business organization or individual organization one word is very common that is information. 

Depending on the information and its communication medium ensure the effective of business. Whereas it is very 
much essential to understanding Artificial Intelligence (AI) Enabled Social Engineering (SE) attacks and its security 
risk management approach. Under such circumstance, information is exchanged from one country to another country 
for various purposes. In that case, artificial intelligence enabled social engineering attack must be considered in 
any kind of organization. Any kind of business venture is disturbed by this kind of attacks which will be failure 
the business operation, whilst enabling them to concentrate on their core business activities. Social engineering 
is one kind of criminal activities in the information security. It has proven to be very successful way for a criminal 
to get inside an organization. Once social engineering got password from an employee, then snooping around 
the sensitive data. However social engineering are the types of attacks inherent risk and any kind of organization 
should be aware of its potential risks. So, it could be identify and resolved quickly. The objective of this article, 
therefore, conducting an Exploratory Factor Analysis (EFA) in artificial intelligence enabled social engineering 
attacks on various organizations. Which consequently provide knowledge of the most relevant information security 
risk factor. For this article distributed 300 questionnaires in education sector for the study and 110 were returned. 
That means the response rate is 36%. In that case, the finding of the article shows that threat and vulnerability factors 
in artificial intelligence enabled social engineering attacks. So, for any organization these two factors are the most 
for information security risk.
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security crime. It is evident that people who would do computer crime, 
they are not normal computer user people meaning they are basically 
very advanced computer user people [7-10].

Now the similarity comes of social engineering. We know in social 
science, the word social engineering means a person who was very 
influential .The same things may apply in information security world. 
Here social engineering referring people who are very advanced in 
technological and they have ill power [11,12]. By this ill power they are 
trying to destroy or steal something from and organization or business 
venture. That is why, organization should control and managing the 
communication as well as growth of information. Especially for banking 
sector, they should control the aggressive growth of information 
security to minimizing monetary losses. Therefore it is clearly showing 
that it is important to analyze the risk factor. Here this paper showing 
what is the artificial intelligence enabled social engineering attacking 
risk factor. As described before that information becomes priceless 
thing. So, security threats such as phishing, spam, intrusion, worms, 
sabotage of disgruntled employee and stealing data or information 
from monetarily gains. It is evident that malicious person make the 
AI only for monetarily gain. As a matter of fact, the malicious person 
is not interested on normal people data. In the year 2018 , the Federal 
Bureau of Investigation (FBI) in a survey shown that 5066 organization 
found that viruses, spyware, PC theft or other computer related crime is 
increasing and it would cost U.S business a staggering US 76.5 billion a 
year (news.cnet.com, 2018). It is evident that similar crime may happen 
in developing countries and other under developing countries [13-15].

AI Enabled SE Attacking Risk Factors
Risk is the term that is widely used in almost every sector such as 

economics, management, operation research and engineering. Each 
field defined their risk in own way. There is no similarity of one field 
to other field. Henceforth, adopt a particular perspective. But the 
face of risk always as undesirable events. However risk factor that 
influenced undesirable event that may occur in any field. In all business 
organization the value of assets is a very important thing. So, risk always 
indicates the undesirable event in business organization. However in 
all case such as exchange rate, interest rate and market price affecting 
the value of assets [7-9].

In the study of information security, there are many contexts and 
many face of attacking the component that defined the risk factor. 
However for artificial intelligence enabled social engineering attacks 
risk factor consist of threat and vulnerability. Artificial intelligence 
enabled social engineering attacks is a study of information security. 
However AI enabled SE threat actions causing influence on information 
security incidents. Whereas other risk also include such as lack of 
technological fix. If the technology uses in good purpose, so there won’t 
be a problem but if the machine address security problem, but at the 
same time can be a weakness of the system. The influence of personal 
data, information leakage, unauthorized exploitation of intellectual 
property. Thus threat and vulnerability are two major risk factor that 
need to determined accurately to reduce the risk of AI enabled SE 
attacking risk. Whereas AI enabled SE, threat refers to the malicious 
person made circumstance or events that could have any undesirable 
impact on business organization (Figure 1).

Whereas vulnerability consist of another kind of AI enabled SE 
attacking risk. Actually vulnerability showing the weakness of an 
organization when assets that makes a threat. As shown in Figure 2, the 
named of vulnerability factors item. It is identified by reading through 
literature review and the used of factor analysis. 

Methodology 
The questionnaire survey was executed for collecting data 

[16,17]. Both primary and secondary data is used for constructing 
the methodology. The treat and vulnerability factor of AI enabled SE 
attacking risk are Exploratory Factor Analysis (EFA). The Principal 
Component Analysis (PCA) is used on the items of vulnerability and 
threat of AI enabled SE attacking with orthogonal rotation (varimax). 
Finally Cronbach’s Alpha coefficient is used to test the items reliability 
for each AI enabled SE attacking risk factor (Figure 3).

The factor value actually got from several literature reviews. The 
model would be only discussed AI enabled SE attacking risk factor in 
the education institute .There are thirteen (13) threats and twenty-two 
(22) vulnerability factor. The survey questionnaire was distributed and
tried to find out most relevant influence factors. However, reliability
test are conducted for the items. The survey data were collected after
distributing the questionnaire to 110 people who are working in the
higher learning institution. Besides this also analysis and discussed the
AI enabled SE attacking risk threat and vulnerability factors as well as
the result of exploratory factor analysis.

Exploratory Factor Analysis (EFA)
First of all the demographic profiling of respondents included their 

personal working experience. So, far for this article distributed the 
questionnaire into higher leaning institution. The questionnaire was 
asked about the position in the organization, asked about the identity 
of gender and working experience. After analysis the demographic data 

Figure 1: Showing the AI enabled SE threat items list.

Figure 2: Showing the AI enabled SE vulnerability list.
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it is shown that in the higher learning institute the response rate of 
the manger and senior information system officers are 22.3% of the 
respondents had working experience of 2 to 4 years, the 43% had been 
working in the institution between 5 to 7 years, however the respond 
rates of 16.4% are working between 8 and 10 years in the institution, 
then 13.6% between 11 and 12 years and the rest of only 4.7% engaged 
more than 13 years working experience in the higher learning institute. 
Since the questionnaire only distributed in the higher learning 
institute regarding the AI enabled SE Attacking risk analysis. For the 
demographic profile in a higher learning institute , were trying to 
separate the position of respondents , gender were showing the male or 
female , age of the respondent and personal working experienced in the 
higher learning institute (Figure 4).

It is seen that from the graph regarding the AI enabled SE attacking 
risk factor questionnaire. In the higher learning institute data is the 
most important things. The employee has been working from 2 to 4 
years experienced and has shown that their response rate was 22.3%, 
then from 5 to 7 years of the experienced employee has 43% response 
rate. Whereas 8 to 10 years experienced, employee has response rate 
of 13.6%. Nevertheless, more than 13 years of experience employees 
have respondent rate 4.7%. So it was evidenced that employee has been 
working 5 to 7 years which having good response rate (Table 1).      

Shown that 43% is the highest response rate of the questionnaire. 
Here in this article conducting statistical analysis technique for the 
factor analysis of the data. So this how explaining the theoretical 
structure of the questionnaire. After the identifying the structure of the 
relationship between the variable of data and the respondent of higher 
learning institute. As a matter of fact KMO and Bartlett’s test are the 
best analysis technique for this article. Well, this is actually rotation 
of sums squared loading and rotated the component of the matrix. 
Now Table 2 is showing the result of the Exploratory Factor Analysis 
(EFA). After analysis various literature review, finding out the total 35 
variables of item (threat and vulnerabilities)with orthogonal rotation 
(varimax).

Kaiser-Meyer-Olkin (KMO) measurement is doing here, only to 
find the sampling adequacy of threats and vulnerabilities. And Bartlett’s 
test is doing for sphericity of variable threat and vulnerability that is 
based on questionnaires. These two measurement are very important 
to conclude the worthiness of factor analysis for higher learning 
institute. As stated that KMO values is between 0 and 1. So, the value 
of 0 indicated the sum of partial correlation is large relative to the sum 
of correlations, indicating discussion in the pattern of correlation and 
the factor analysis is not appropriate to the conducted [18-21]. A value 
close to 1 indicates that patterns of correlations are relatively compact 
and so factor analysis should yield distinct and reliable factors. In 
other words, KMO indicates the amount of variance shared among 
the items designed to measure a latent variable when compared to the 
shared with the error recommends accepting values greater than 0.5 as 
acceptable. More specifically, values between 0.5 and 0.7 are conceded 
mediocre, values between 0.7 and 0.8 considered good, values between 
0.8 and 0.9 are deemed great and values 0.9 are superb [22-25].

From the reliability calculation of the thirty four items it was seen 
that the Cronbach’s alpha value was 0.920, which was showing the most 
acceptable value of the variable analysis.

Now another the reliability test of Threat and vulnerability 
factors. From various literature review, got 13 Threat factors and 22 
vulnerabilities factor and questionnaire were distributed into higher 
learning institute. The Kaiser-Meyer-Olkin Measure of sampling 
adequacy was 0.828, then Bartlett’s test of Chi-Square was 2622.863, 
sphericity difference was 561 and the significance difference was 0.0000 
that means we can reject the null hypothesis. It was evidence that every 
value is reasonable. So there was the validity of the questionnaires. 

Figure 3: Showing the AI enabled SE attacking threat and vulnerability 
exploratory factor analysis.
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Figure 4: Showing the Respondents of various age of experience in higher 
learning institute.

Cronbah’s Alpha Number of items
0.920 34

Table 1: Showing the Cronbah’s Alpha Value.

KMO Bartlett’s test
Kaiser-meyer-olkin measure 

of sampling adequacy
0.829

Baetlett’s test of sphericity Approx. chi-square 2622.863
df 561

Sig. 0.000

Table 2: Result Summary of Threat Items.
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Since question was distributed to higher learning institute among 110 
person, they had demographic difference and different gender [26-28]. 
And the response rate was 87, and it was shown that 79.09% of the 
response rate, which was very much acceptable (Table 3).

The result for AI enabled SE attacking risk factor that was derived 
from the risk factors analysis. Questionnaires consist were 45 items 
that clustered on risk factor such as Th1, Th2 etc, which was identified 
by threats [29,30]. The factor loading value would be classified into 
three categories such as –

<0.7 would represents strong

<0.4 would be representing moderate

>0.4 would be weak

Imposition of legal and regulatory obligation, shown that the value 
of Th1 is 0.827 the loss, damage or destruction of assets. It was good 
the respondents were aware about the institutional assets and any kind 
of data loss. Unauthorized access (Th2), the value was 0.840 which was 
showing the good response rate among the employees. Now illustrating 
the selected factors among the questionnaire responses to degree of 
relevancy (Table 4).

Based on factors analysis results vulnerabilities remain one 
of the factors that has a contribution regarding the AI enabled SE 

attacks in higher leaning institute. However from the distribution of 
questionnaire it is evident that about 11 items cluster on the strong risk 
application account they are – for the theats factors: Loss, damage or 
destruction of assets (Th1) (0.827), Unauthorized access (Th2) (0.840), 
Modification of information (Th3) (0.825), Employee unawareness of 
company assets (Th9) (0.858). And about 11 items cluster on the strong 
application are for the vulnerability factors, they are – unawareness of 
important information (Vul5) (0.855), Disorganized condition (Vul6) 
(0.843), Disgruntled service provider (Vul11) (0.853), Lack of training 
(Vul16) (0.824), unaddressed service provider (Vul18) (0.872), lack 
of Business continuity management (Vul20) (0.816), lack of disaster 
recovery planning (Vul21) (0.812). 

Conclusion 
Information security is the combination of people, process and 

technology. Among them social engineering attacks is a part of study 
in information security. Whereas the three types of social engineering 
in information security are – human based social engineering, mobile 
based social engineering and computer based social engineering. This 
article only followed artificial enabled social engineering attacks that 
mean it would cover mobile based social engineering and computer 
based social engineering. However in artificial enabled social 
engineering attacks involved potential risks that need to be managed 
and considered effectively. Serious consideration of the artificial 
enabled social engineering risk factors is thus required in order to 
ensure the success running of higher learning institute. To this end it is 
proved that the finding this study provide the much needed empirical 
evidence of artificial enabled social engineering attacking risk factors 
arising from such ventures. An Exploratory Factor Analysis (EFA) 
was used to identify artificial enabled social engineering attacking risk 
factors involved in higher learning institute. Results of the analysis 
show that the threats and vulnerabilities risk factors were extracted 
in higher learning institute. Finding out that there are three threats 
factors which are shown strong response form the respondent. That 
man among thirteen threat factors they are shown important from the 
respondent. And among twenty-two vulnerability factors there are 
seven factors which shown strong response from the respondent. So, 
drawing upon this study, information security specialist should give 
more concentration on the artificial enabled social engineering threats 
and vulnerability factor for the security of the higher leaning institute.
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