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An Examination of the Role of Big Five Personality Traits, 
Cognitive Processes and Heuristics on Individuals’ Phish-
ing Attack Susceptibility Levels

Abstract
The current research aims to investigate psychological factors that impact levels of individual susceptibility levels to online phishing attacks. A critical review of 
existing literature was conducted focusing on relevant factors that affect the level of online risk, including The Big Five Personality traits and cognitive processes 
such as heuristic based thinking. Also investigated were the impact of urgency cues, online habits, and the Covid-19 pandemic on susceptibility levels. During 
this literature review, relationships between these factors that are currently mainly unexplored were also established to address gaps in the existing literature 
and broaden the scope of understanding surrounding this topic.
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analyzed to examine links with phishing susceptibility

c) Relevant factors impacting phishing vulnerability will also be 
identified and investigated.

Literature Review
Examining correlations between the Big Five Personality 
traits (openness to experience, conscientiousness, 
extraversion, agreeableness, neuroticism) and an 
individual's level of susceptibility to phishing

The big five personality traits categorise a set of characteristics into five 
behavioural types. Each individual presents a different level of particular 
traits indicating their main personality type. Following definitions of the big 
five personality traits, openness to experience is associated with open-
minded individuals, who are focused on intellectual pursuits; tend to be 
independent of judgement with an active imagination [4]. Conscientiousness 
is attributed to those who have self-discipline, are goal-oriented and tend 
to follow the rules. Extraversion reflects social individuals who like to be 
around others, are talkative, energetic, impulsive, assertive and dominant. 
They tend to experience positive emotions. Agreeableness is associated 
with individuals who are tolerant, compassionate, modest and cooperative. 
They value and respect others' opinions and believe people are well-
intentioned and honest; therefore they tend to trust others. Neuroticism 
(mental instability) is attributed to those who tend to experience negative 
emotions (pessimism, embarrassment and guilt). Those individuals tend to 
be anxious, nervous, with low esteem and may be hot-tempered.

Personality traits have varying effects on phishing susceptibility levels. 
Researchers found that certain big five personality traits contribute to higher 
phishing susceptibility [5-7]. According to H. Parker, et al., individuals who 
present strong openness, extraversion or agreeableness qualities may 
be more susceptible to phishing attacks than individuals who display 
conscientiousness or neurotic personality traits, especially to social media-
based phishing. Social media phishing is conducted on social media sites 
and targeted in the platform’s user, usually by utilizing a potential victim's 
information provided on the site [5].

Personality traits may influence online habits that impact phishing 
susceptibility levels. H. Parker, et al. found links between personality 
traits of openness, extraversion and agreeableness [5]. It was indicated 
that due to these traits, an individual's resulting online habits increase 
their susceptibility to social media based phishing attacks than neurotic 
or conscientious individuals. H. Parker, et al. found that high scores 
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Introduction
Phishing attacks have a high success rate due to three factors: familiarity, 
misleading design, and constrained attention [1]. These factors are used to 
lure victims into engaging with attacks that they believe to be genuine sites. 
Individuals may then input their private information leading to a compromise 
of their data and security systems. These cyberattacks play a large role in 
cyber criminality as “humans continue to be considered as the weakest link 
in securing systems” [2]. A key part of the effectiveness of phishing attacks 
is victim’s levels susceptibility and a lack of knowledge on how to detect 
these attacks.

Attackers can be hard to trace due to ease of online anonymity [3] and 
attacks can be difficult to defend against as they do not present as inherently 
malicious in nature. When an individual engages with a phishing attack, it 
may compromise their network’s security and allow attackers to infiltrate the 
network's systems. Attacks may be psychologically harmful to the victim as 
they made an error in judgement that the communication was authentic.

The main aim of this paper is to ascertain and analyze the influence of 
the big five personality traits, cognitive processes and the role of heuristics 
along with other relevant factors on an individual's level of susceptibility to 
phishing attacks. This is to broaden existing knowledge. The aim will be 
achieved through a critical review of literature in which:

a) The correlation between the big five personality traits and 
phishing susceptibility will be explored indicating which traits may contribute 
to greater vulnerability

b) Cognitive processes and the role of heuristics will be critically 
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in openness, extraversion and agreeableness contribute to increased 
susceptibility level to social media based phishing attacks as a result of their 
online habits. Extroverted individuals by virtue of their sociable nature tend 
to spend more time on social media platforms and regularly engage with 
other users [5]. Also, individuals scoring high in openness to experience 
tend to be more curious, creative and are more likely to explore sites and 
engage in various social media activities. Individuals with higher levels of 
agreeableness are more likely to confide in people during online interaction, 
especially on social networking sites. These online habits raise the risk of 
attack due to increased duration of online activity and sites visited, and the 
increased number of users interacted with.

In contrast, R. Heartfield, et al., identified the frequency and duration of 
social media platform use as a protective factor for individuals as usage 
of a platform increases the individuals’ awareness and conversance 
with the platform, which may help them to detect attacks. Nevertheless, 
some aspects of habitual use of platforms (such as automatic responses, 
sharing/liking posts, and unconsciously clicking on links) or email and 
internet addiction were considered crucial positive predictors of phishing 
susceptibility [8,9]. Additionally, according to A. Vishwanath habitual use 
of Facebook in particular was found to be the most significant predictor in 
a social media-based attack [9]. This may indicate a link between phishing 
susceptibility and the type of social media platform, and suggest the need 
for further research to examine the correlation between types of social 
media sites used and individual’s phishing vulnerability levels. Moreover, 
H. Parker explanation for impacted phishing vulnerability in individuals 
with agreeableness traits refers to increased trust and therefore links to 
other aspects of susceptibility research (such as cognitive processing) [5]. 
However, openness to experience and extraversion levels were correlated 
only with habitual use of social media platforms increasing online activity 
and duration.

Personality traits influence perceived risk and trust levels which contribute 
to phishing vulnerability. J. Cho, et al., explored the phishing susceptibility 
issue from the perspective of perceived risk and trust, proposing a 
probability model to predict an individual’s vulnerability to phishing. Based 
on personal traits and levels of perceived trust and risk which impacts 
decision performance and threat detection accuracy. Researchers argued 
that individuals make decisions based on levels of perceived risk which 
are subjective and therefore will be different in a situation depending on 
the individual’s predominant personality traits. As outlined by H. Parker, 
the successfulness of social media phishing attacks is based on the 
victim’s level of trust and perceived risk, this varies and is dependent 
on personality traits. Research showed that a higher level of openness 
contributes to lower level of perceived risk. In contrast, highly neurotic 
people tend to have higher levels of perceived risk which then decreases 
levels of phishing susceptibility [10-12]. Additionally, individuals who score 
high in agreeableness tend to be more trusting, even when uncertain, 
increasing their susceptibility to phishing attacks. However, F. Enos, et al., 
argued that individuals with higher agreeableness scores are more able 
to detect lies which can act as a protective factor against phishing attacks 
[13]. Perceived trust levels vary depending on the level of perceived risk, 
which is correlated with levels of optimism, pessimism or realism [6]. For 
instance, highly neurotic individuals who tend to be pessimistic are more 
likely to distrust and not engage with phishing attacks, whereas optimistic 
individuals are more likely to give “credit” when facing uncertainty and thus 
fall victim to attacks.

The big five personality traits may be linked with cognitive processing 
and influence phishing susceptibility levels. J. Cho argued that a user's 
susceptibility to phishing attacks is determined by various cognitive 
factors such as cognitive biases and tendencies [6]. “Need-for-cognition” 
is attributed to individuals who tend to utilise rational thinking rather than 
relying on heuristic thinking during decision making processes, which 
according J. Cho increases their chances of assessing risks appropriately. 
Furthermore, J. Cho suggested need-for-cognition was found to be positively 

linked to openness and conscientiousness levels, and negatively linked with 
neuroticism [6]. Additionally Y. Ge, et al., argued that email based phishing 
susceptibility varies for each user depending on the individual’s cognitive 
processing when engaging with an email [7]. Cognitive processing and its 
correlation with phishing susceptibility will be discussed in more detail in 
the next section.

Big five personality traits group an individual's' characteristics, abilities and 
behaviour into five categories, meaning there can be various components 
that make up a 'personality set'. This may form contradictions in terms of 
susceptibility to phishing attacks as one 'component' within a particular 
personality trait may act as a protective factor, whereas other features 
within the same trait may increase risk. For instance, individuals may score 
high in openness to experience due to their sociable nature, decreased 
risk perception and online habits which may lead to greater vulnerability 
to phishing attacks. A positive correlation between openness levels and 
phishing susceptibility may be caused by characteristics associated 
with openness traits, such as sensation seeking and higher curiosity. As 
outlined by M. Tornblad, curious individuals with a tendency to sensation 
seek are more susceptible to phishing due to their decreased ability 
to discriminate between authentic and phishing emails [14]. However, 
openness to experience is also positively correlated with high learning 
capability, indicating that these individuals learn quickly and easily acquire 
knowledge [15,16]. This may act as a protective factor in terms of levels of 
phishing susceptibility. For instance, due to high learning ability, individuals 
with more traits of openness were found by M. Pattinson to have a greater 
ability in detecting phishing emails [17]. Similar contradictions are reflected 
in individuals with neurotic traits. Anxiety associated with individuals with 
highly neurotic personality traits may act as a protective factor, as it may 
deter them from spending long periods online [6,18,19]. However, T. Halevi, 
et al. argued that neurotic individuals tend to exhibit addictive internet use, 
and thus may display more vulnerable online behavior [20].

H. Parker et al. proposed a model showing the significance of awareness of 
certain influences in reducing susceptibility to social media based phishing 
attacks [5]. The model consists of the following elements: gender, age, online 
habits; knowledge (Internet experience, phishing education, computer and 
security knowledge); processing social media content systematically, and 
the big 5 personality traits. The researchers considered the systematic 
processing of content as the most significant aspect of the model, as this 
increases correct identification of deceptive messages due to conscious, in-
depth and extensive analysis of the message/information received. Levels 
of computer and security knowledge were considered to be the second most 
important protective aspect. Awareness of online habits, gender and age 
were also important, whilst personality traits were rated as least important 
as a protective factor. However, personality traits are correlated with online 
habits and learning abilities influencing model aspects, which may suggest 
a greater importance and correlation than researchers indicated. Moreover, 
a relationship between age and personality traits was found that requires 
further analysis, and in future these particular measures should not be 
considered separately. For instance, T. Halevi found that females who 
score high in neuroticism levels are more susceptible to phishing attacks 
compared to highly neurotic males [20]. The researchers also found that 
although females are generally more susceptible to phishing than males, 
females who scored high in conscientiousness traits were found to be less 
susceptible to phishing than males with high conscientiousness levels 
[20]. However, I. Alseadoon outlined the positive correlation between 
high neuroticism and higher levels of phishing susceptibility, regardless of 
individuals’ gender [12].

Recommendations for improvements of the proposed model include 
considering a greater number of factors and extending analysis of factors to 
other forms of phishing attacks. Additionally, although researchers included 
the order of significance for each element regarding phishing susceptibility, 
it could be helpful to assign particular elements to certain score or point-
based values to better explain the interlinking factors impacting susceptibility 
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levels.

The impact of heuristics and other cognitive processes 
on phishing attack susceptibility

J. Banks described heuristics as ‘mental shortcuts that quickly but non-
optimally facilitate decision making’ and argued that though they drive much 
of human behaviour, they can lead to systematic logical errors, known as 
cognitive biases [21]. Heuristic thinking is developed over time by individuals 
as shortcuts for more efficient decision-making, especially when heuristic 
thinking is applied to novel or complex situations. Two ontological-category 
shortcuts are imperative when individuals evaluate human or technological 
agents [21]. The Machine Heuristic allows individuals to infer objectivity and 
systematicity from machine-cues, usually leading to a positive assessment, 
which then influences an individual’s credibility rating on different information 
types. This is particularly relevant when communicating online, as it could 
increase susceptibility to cyberattacks if heuristic shortcuts lead individuals 
to believe a phishing email for example is objectively good, especially 
when compounded with other typical factors cyber-attackers utilise such 
as time pressure. The Nature Heuristic attributes goodness when cued by 
organisms, or attributes badness when cued by non-organisms. Heuristics 
based judgments can be positive or negative based on past experiences 
and the situational context. However, these heuristics have not been 
examined in depth in previous research and require a broader exploration.

When examining the persuasive element of cyberattacks such as phishing 
attacks in relation to cognitive processes and heuristics, S. Chaiken 
proposed two cognitive processing models [22]. The first is a systematic 
model based on an individuals’ evaluation of a situation and the relevant 
arguments found in the persuasive communications. Persuasive cues 
include correct spelling and grammar, recipient-specific information, and 
the phishing email/site being professional looking with recognisable logos 
and endorsements. The second model is heuristics based; individuals 
subconsciously use low cognitive processing when solving complex 
problems. Reliance is placed on persuasive cues to enable shortcuts in 
logical reasoning to save time and cognitive effort, but cyber-attackers 
manipulate these shortcuts to deceive victims.

X. Luo suggested that time pressure reduces processing effectiveness; a 
technique cyber-attacker consistently employs [23]. Quality of argument 
was also examined in phishing attacks and found that individuals are 
more likely to fall victim if the attackers have high argument quality as 
they are more likely to detect the threat. These cues can have a significant 
effect when attackers are persuading potential victims to trust them, as a 
high level of persuasiveness may mean the individual finds the phishing 
attack credible without examining it in depth as they would if it was less 
persuasive, and they were then more suspicious. N. Arachchilage, et al. 
defined this as ‘threat detection’ which is the extent to which an individual 
will be able to successfully pinpoint an attack, however an attack containing 
more persuasive cues entails less effective threat detection [24]. H. 
Jones, explored the psychological constructs in individual differences of 
susceptibility levels and found that the level of ability to distinguish between 
false and genuine emails was somewhat predicted by levels of sensation 
seeking and cognitive reflection [25].

R. Chen, et al., investigated the impact of previous phishing attack 
encounters on an individual’s susceptibility levels and suggested that 
individuals who were previously able to detect attacks would experience 
higher shock than other users when they then fail to detect an attack [26]. 
This then raises their susceptibility levels higher than average users. 
A recent encounter may make an individual realise their susceptibility 
levels are higher than they thought and drive personal change in their 
online behaviour. Expectation Confirmation Theory (ECT) R. Chen, et al., 
suggests that disconfirmation of an individual’s beliefs, through expectation 
and their own perceived performance will influence personal changes 
[26]. Individuals who have successfully detected cyberattacks in the past 
may experience high levels of disconfirmation when they fail to detect and 

then fall victim to an attack. Additionally, individuals who may become 
desensitised to phishing attacks, such as through repeated exposure to 
threats, or an emphasis on the danger of cyberattacks in the media may 
mean individuals start to underestimate online threats as they become 
overconfident in their attack detection abilities. This is caused by fatigue in 
the face of high levels of news on cyberattacks and then the disregard of 
security warnings.

H. Huang, et al. further suggested that user education and knowledge 
impact susceptibility levels, and P. Kumara guru defended this by stating 
user education can play a large role in successful threat detection and 
therefore lower susceptibility levels [27,28]. One of the main limitations 
of within-situation susceptibility studies that the current research is that it 
ignores that an individuals’ susceptibility to cyberattacks may change over 
time [26]. This is in contrast to cross-situation susceptibility studies which 
explore levels of susceptibility as a result of previous experiences across 
different situations that the victims then learn from. Individuals can use 
these experiences to improve their cyber-attack susceptibility levels through 
this knowledge gained when engaging with cyber-attack encounters in the 
future.

The authors R. Chen, et al. aimed to bridge the literature gap by combining 
cognitive processes when engaging with a potential cyber-attack and 
the outcome of this detection, in relation to susceptibility levels [26]. The 
process of attack detection is the series of actions an individual takes to 
determine if an online communication is authentic, if their judgement was 
correct, and if this can affect susceptibility depending on the detection 
outcome and how difficult detection was. Known complexities that can 
impact on decision difficulty include task complexity. Heuristic cognitive 
shortcuts may be utilised to simplify choice processes and solve problems 
more quickly, especially when encountering preference uncertainty. College 
students were surveyed, and results found that an individual’s susceptibility 
can be limited by detection process difficulty and failures in detecting recent 
phishing attack attempts. M. Aburrous, et al. suggested that the outcome of 
failing to successfully identify an attack has a high psychological cost which 
may manifest in victims displaying anger, distrust and denial in being able 
to accept they were victimised [29,30]. Also, it was found past successes 
in attack detection and being desensitised to attacks through common 
recurrence was important in regulating any effects of recent encounters.

However, the research could be criticised as their research approach is 
not generalisable to all populations and can be impacted by individual 
differences in belief systems [26]. A more holistic approach to understanding 
susceptibility was recommended for future research since susceptibility 
level can evolve overtime. By training individuals to successfully detect 
outcomes in relation to their own prior detection experiences could be 
advantageous for reducing victim levels. For example, employers could 
schedule occasional mock phishing tests to avoid employees becoming 
overconfident or fatigued in their attack detection and are able to evaluate 
their own susceptibility levels in a safe environment. Limitations of the 
research include a lack of exploration into an individual's motivations when 
utilising detection processes, regardless of detection difficulty or outcome. 
Future studies could examine psychological motivations at different stages 
of the detection process for a broader understanding. Additionally, future 
studies could investigate other factors that occur in the detection process 
that may help regulate detection difficulty or make an individual more likely 
to detect an attack, and the impact this has on perceived susceptibility 
levels.

When examining the impact of cognitive processing on phishing scam 
detection ability, P. Musuva, et al. conducted a university based study in 
which they sent 4483 test phishing emails to students and staff. Of these 
emails sent, 241 participants (5.3% of individuals targeted and termed 
as ‘active participants’) opened the email and engaged with the phishing 
stimulus [31]. Results found a total of 98 participants opened the phishing 
hyperlink (some clicked the link several times). Additionally, the form on 
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the phishing website was filled in 72 times (6 were repeated entries). This 
means that 31.12% of active participants who engaged with the phishing link 
then entered further information into the phishing site. Of these participants, 
88% disclosed passwords that would allow an attacker to infiltrate the 
University’s systems.

The authors P. Musuva, et al. stated that even though this was a university 
based study, it has high ecological validity as the participants were not aware 
they were being studied [31]. This allowed the researchers to observe how 
the participants would typically engage with phishing attacks as they did 
not modify their behaviour, meaning the research design could be reused 
in other participant populations. Additionally, the research is highly relevant 
as research has shown university students are specifically targeted in many 
cyberattacks as they are susceptible to falling victim to attacks [32]. Thus, 
universities spend a significant amount on resources to protect students 
from cyberattacks [33]. 

Spear phishing attacks are variant phishing attacks that are targeted at 
specific individuals such as government figures or individuals with insider 
knowledge of industrial control systems. Spear phishing attacks can be 
utilised in espionage and terrorism attacks which makes it a particularly 
dangerous cyber-security threat. The effectiveness of cyber-security 
training has been demonstrated by L. Ponemon, a 64% decrease in 
clicking spear phishing links was reported in a survey by 377 U.S based IT 
practitioners after implementation of training [34]. Additionally D. Caputo, 
et al. stated that the number of individuals engaging with spear-phishing 
links decreased by 63% after cyber-security training was implemented with 
a focus on detecting simulated spear phishing emails [35]. However, this 
research could be criticised as the research sample consisted of 1,395 
participants from an organisation based in Washington DC, meaning 
it is less generalisable to the public and novice online users. X. Luo, et 
al. conducted a field study that examined a spear phishing attack which 
targeted 105 people at an American university, basing their research on 
the systematic model of heuristic processing [23]. Results found that whilst 
64% of users targeted did not engage with the attack, 36% of targeted users 
engaged with the phishing link, and a further 15% of these individuals who 
engaged with the link then submitted their login credentials on the phishing 
site, which would have compromised the university’s systems in a genuine 
attack.

Y. Kwak, et al. based their research on A. Bandura Social Cognitive Theory 
to explore why individuals do not report cyberattacks, with a focus on 
spear phishing attacks, even though they are encouraged to do so in cyber 
awareness training [36,37]. A focus on three factors of the SCT model were 
examined. According to the theory these factors motivate human actions: 
influence of perceived self-efficacy of susceptibility to attacks, individuals’ 
cyber safety behaviours, and expected negative outcomes from reporting 
attacks. This was investigated in accordance with how these factors 
influence individuals’ likelihood to report attacks. In the SCT framework, 
the stage of forethought allows individuals to process outcome negative 
or positive expectations [38], whilst individuals’ metacognitive processes 
allow constructs of self-efficacy. This describes how confident an individual 
is at performing behaviours [39]. J. Wang, et al. stated that individuals with 
high self-efficacy levels in attack detection showed stronger ability when 
utilising detection behaviours, such as analysing persuasive cues in a 
spear phishing email to evaluate credibility [40]. Self-Monitoring in SCT is 
the ability to observe and calibrate intended behaviours, and then perform 
behaviours based on the necessary response required.

It was found that higher self-efficacy levels and acts of self-monitoring 
encouraged the use of security software and encouraged displays of security 
conscious behaviours that further safeguard individuals. These include 
not sharing sensitive information online and using strong passwords [41]. 
However, a criticism of previous self-efficacy and self-monitoring studies 
are that the effectiveness of these behaviours are limited by the failure to 
comply with cyber-security recommendations made during user awareness 

training. D. Caputo Users may also relapse into habitual patterns of online 
behaviour and email use which may re-increase susceptibility after training 
[35,42].

Y. Kwak, et al. incorporated Cyber Risk Beliefs (CRBs) combined with SCT 
framework in relation to cyber-attack susceptibility [36]. CRBs are defined 
as individuals’ perceptions about inherent risks associated with online 
behaviour. High CRBs are important in lowering individuals’ susceptibility 
to spear phishing attacks as it encourages utilising cognitive resources to 
examine potential attacks. CRBs motivate systematic processing which 
raises suspicion when engaging with online communications. In contrast, 
lower CRB levels increase susceptibility to spear-phishing attacks as 
they encourage a reliance on heuristic based thinking. E. Williams, et 
al. suggested that CRBs of risk perception, combined with systematic 
information processing that arouses suspicion indeed have a negative 
impact on individual’s susceptibility levels to cybe-rattacks [43]. When CRBs 
and SCT elements are combined the CRBs impact the amount of cognitive 
effort individuals exert, but also impact reporting likelihood [33]. Results 
garnered from the current research survey data of 386 participants showed 
that the high levels of self-efficacy and cyber-security self-monitoring 
behaviours and awareness increased the intention to report spear phishing 
attacks, which then allows earlier detection by IT departments before the 
attack spreads further [36]. Additionally, expected negative outcomes and 
an individual’s own CBRs positively influence intention to report spear 
phishing emails and encourage optimal online safety behaviours. CRBs 
directly influenced the three SCT factors and indirectly impacted the 
likelihood of reporting attacks, adding to existing literature of cyber-security 
linked with cognitive theories.

The literature has important implications for cyber-security practices, as it 
suggests that individuals with higher self-efficacy levels are more concerned 
with the expected negative outcomes that may result from reporting spear-
phishing attacks. Future suggestions for cyber-security attack awareness 
include improving communication between individuals reporting attacks 
and the system collecting reports of attacks to encourage reporting levels. 
Furthermore, improvement of individuals’ self-monitoring could enhance 
cognitive processes, leading to improved attack detection accuracy and 
a reduction in online habituation behaviour. In contrast, criticisms of the 
current research include the use of a student sample, which while it allows 
for internal validity and convenience lacks ecological validity as it is not 
representative to other populations. Researchers may also not be able 
to apply university based sample results to professional organisational 
structures and existing security practices, plus social norms and workplace 
cultural factors that could influence reporting rates.

Another criticism is that whilst measures for CRBs and cyber-security self-
efficacy behaviours were established in previous research, the authors 
had to create their own measures for expected negative outcomes of 
reporting attacks, cyber-security self-monitoring behaviours, and likelihood 
of reporting attacks. While the measures were statistically proven as 
reliable, future research is required to broaden the scope of understanding. 
Additionally, recommendations include testing the validity of the model in 
other cyber-attack forms such as social media scams and ransom ware. 
The research population should also be widened to company organisations, 
different levels of online experience, and wider age ranges. The number 
of participants that fell for the false spear-phishing attacks was also not 
reported [36], as well as how negative outcomes can affect an individual 
emotionally and impact susceptibility awareness could also be further 
explored.

Other factors that may influence an individual’s phishing 
susceptibility

Gender: Previous gender-phishing susceptibility research yielded 
inconsistent findings though most found that females were more prone to 
fall for phishing emails. In a 2011 phishing study of university students, 
teachers and staff, men were better at identifying phishing emails than 
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females [44]. Similarly, in a phishing experiment with 487 18–24 year old 
students, women were more likely to fall for phishing than males [45]. S. 
Sheng, et al. also discovered that women were more sensitive to phishing 
in a survey and role-playing research with 1,001 Amazon.com Mechanical 
Turk participants although females in this study had less technical expertise 
[32]. Although this implies that females are more susceptible to fall victim 
to phishing attacks, it should be noted that phishing can affect both men 
and women although other variables such as technical knowledge may be 
involved. 

Age: In the online survey and role-playing research, 18–25 year olds were 
more inclined to click on phishing emails. This is because younger people 
may participate in more dangerous online behaviours [32]. In a 21 day 
phishing campaign, found that older groups, especially older women were 
more vulnerable to phishing [46]. This may be because the elder generation 
may struggle to keep up with technology’s continual progress. D. Sarno, et 
al. examined phishing susceptibility in young and older email users [47]. 
They found that younger people classified emails as authentic, whereas 
older adults classified them as phishing. As with gender focused studies, 
age and phishing susceptibility research have also shown contradictory 
findings owing to methodological discrepancies. Age alone may not strongly 
indicate phishing susceptibility although it may correspond with other more 
basic issues.

Technical experience: A person's vulnerability to social engineering and 
phishing may be affected by their level of technical competence, which can 
include both past usage of technology and training in its use. Training has 
proven one of the most effective defences against these types of assaults 
[48]. Through experience, one may develop a heightened awareness and 
attention for suspicious emails. If cyber-security training and awareness 
campaigns are to lessen phishing risk, they should emphasise the need 
of developing safe cyber-security habits. As a result, a person's level of 
technical expertise, familiarity with information technology security policies 
and practices, and habits about the performance of cyber-security protection 
procedures while at work are crucial indications of phishing vulnerability.

Urgency cues: Users are forced into deadlines because of phishing emails. 
According to the psychological reactance hypothesis, people prefer limited 
and competing resources [49]. Threat makes use of the scarcity principle 
by providing incentives for quick action and penalties for delayed response 
[49]. Consumers are frightened into responding quickly by the threat of 
incurring penalties, which might result in a reduction in their credit score 
or the suspension of their account. Users were coerced into complying with 
legal phrases such as "kindly abide" and "hereby demanded" [49]. Email 
recipients are expected to follow the action that is most straightforward 
[50]. It is possible that ideas proposed through email will factor into this 
choice. Therefore, the mental pressure that is generated by a large volume 
of emails makes it more difficult to detect phishing attacks. Therefore, 
indications in email communications that increase feelings of urgency may 
increase susceptibility to phishing.

Trust cues: Phishing emails build trust [39]. Most phishing emails look like 
legitimate emails from credible sources and this makes it easier to gain trust 
from victims because of their familiarity.

R. Naidoo states that phishing emails should meet three trust-building 
requirements. Familiarity is the first trust criteria such as an individual 
recognising an email as being from their bank and therefore trusting the 
content [49,50]. Secondly, as individuals have trusted prior emails from their 
bank, the phishing email must be similar to the style of these authentic 
prior emails. Since banks have a large client base and are known for 
the identity of their brand, cyber-attackers may choose to join banks as 
members, allowing them access to prior email correspondences and brand 
information. They will then utilise these sources to replicate high quality 
phishing attack content. Thirdly, the attack design should look polished 
and professional to encourage trust from the receiver. Trust affects factors 
including cognition processes, emotions, and compliance levels. Since an 

individual is likely to engage with their bank on a regular basis, users tend to 
display obedience to the bank given uneven power levels in the relationship 
between bank and individual. Users develop trust overtime in their bank and 
begin to identify strongly with the bank, so they place a reliance on patterns 
when making future judgments. Cyber attackers utilise this decision-making 
methodology to their advantage, targeting users as they trust their previous 
experiences with banking correspondences.

Knowledge: Knowledge may impact vulnerability to phishing scams. 
Knowledge underpins phishing detection. Users cannot identify authentic 
from inauthentic phishing emails without prior knowledge [51]. S. Sheng, 
et al. revealed that trained participants are less vulnerable to phishing 
[32]. Knowledge of phishing improves detection. Knowing other domains 
might also help consumer’s spot fraudulent emails. For example, bank 
employees' familiarity with bank emails means they are more likely to spot 
strange indications in phishing emails related to banking. Studies show that 
those who are more tech-savvy can detect and engage with phishing emails 
more effectively [17]. Explicit and implicit knowledge exist. The distinction 
between explicit and implicit information is that explicit knowledge may be 
validated as true or untrue, but implicit knowledge can be gained fast from 
personal experience or through another person [52]. Learning and direct 
training provide explicit information, while experiences of phishing attacks 
boost implicit knowledge. A. Baillon, et al. tested direct and embedded 
teaching in a simulated phishing campaign. Both forms of training can 
enhance users' phishing detection skills, but embedded training is more 
successful because falling for a phishing attack can boost their awareness 
when engaging with future phishing attacks [53]. Studies show that 
knowledge directly affects phishing vulnerability [51]. The more someone 
has knowledge on how to distinguish a real email from a fake email then the 
less susceptible this person is to fall for the phishing tactics used by threat 
actors. Knowledge affects how users react to phishing emails and their in-
the moment state.

Perception and beliefs: Our perceptions of risks, efficacy, and confidence 
affect phishing detection performance. A situation's perceived threat is 
subjective. Perceived threat includes severity and susceptibility. Perceived 
severity is one's belief about the threat's size and impact. C. Canfield, 
et al. study examining email management indicated that more negative 
repercussions result in detecting more phishing emails [54]. Thus, while 
this could help reduce phishing attack susceptibility, it will also increase 
false positive detection outcomes. J. Wang, et al. found that more perceived 
threats are positively associated with levels of phishing attack anxiety which 
may cause higher risk online behavior [40]. Perceived susceptibility is the 
individual’s self-perceived likelihood of them falling victim to a phishing 
attack. J. Wang, et al. observed that a higher perceived susceptibility 
to being phished can impair detection performance [40]. The response 
efficacy describes the individual's beliefs about the effectiveness of the 
proposed response in dealing with the threat, and the perceived self-
efficacy describes their ideas about their capacity to carry out the response 
[51]. The need for protection against cyberattacks motivates response 
efficacy. Higher perceived self-efficacy levels motivate phishing victims to 
avoid engaging with potential phishing emails as higher self-efficacy levels 
result in higher confidence levels when engaging with potential attacks. C. 
Canfield, et al. noted that increased confidence is associated with a higher 
likelihood of deeming an email as legitimate [54]. Overconfidence can make 
them ignore potential phishing elements of emails, putting them at risk [40], 
and other beliefs may make users careless about phishing attacks, meaning 
they are more likely to fall victim to attacks.

Mental illness: Phishing vulnerability may be increased in those with mental 
disorders. Individuals with psychological vulnerabilities, such as those 
suffering from severe mental illness or elderly people, are often targets for 
several types of financial fraud [55]. People who are emotionally unstable or 
impulsive are more likely to lose money in online fraud attacks [56]. When 
mentally ill people are experiencing psychotic episodes, or cognitive and 
memory impairments, they may make online judgments that put them at 
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risk, such as engaging with phishing emails.

Online habits: Higher social media usage increases vulnerability to social 
media phishing attempts [9]. Active social media users are more vulnerable 
to social engineering attempts [9]. Online behaviour also affects how people 
react to social engineering techniques on social media sites [57]. Negative 
online behaviours may increase vulnerability to attacks because individuals 
may instinctively click on links and reply to messages without utilising 
adequate cognitive resources, or paying attention to their online behaviour 
[39]. For instance, frequent Facebook users are more likely to fall victim to 
accounts with fake identities, and then provide phishers sensitive personal 
information [9]. Furthermore, online habituation behaviours may result in 
people utilising social media in ritualised ways that require less cognitive 
attention, increasing susceptibility to phishing attacks [57]. This increases 
the likelihood that individuals click on dangerous links in messages or 
accept friend requests from fraudulent profiles without considering the 
potential repercussions [9]. Social media users may engage with dubious 
content by clicking on phishing links, sharing and liking posts, and skimming 
through posts [58]. Therefore, online habits may increase self-efficacy in 
risk perception and make individuals over-confident, making users more 
vulnerable to social media based phishing attacks.

Emotions: According to N. LeFranc, phishers focus on the emotions 
of their victims [59]. Cyber-attackers take advantage of users' lack of 
knowledge, gullibility levels, the need to be liked, and their desire to help 
others. When individuals are experiencing intense feelings, it activates their 
subconscious processes, which in turn makes them more inclined to share 
personal information. Phishing attackers take advantage of the fact that 
the subconscious mind does not operate in a rational or analytical manner 
[58]. When workers receive a phishing email that is from their employer, 
their emotional connection to the company may cause them to feel anxious, 
clouding their judgement and making them more susceptible to phishing 
attacks. N. LeFranc claimed that emotions influence workers’ responses to 
phishing emails [59]. N. LeFranc also argued that an employees' emotional 
attachment to their organisation, normative commitments and a strong 
sense of urgency can evoke emotional reactions when they receive a 
phishing email, which can increase their phishing susceptibility [59].

COVID-19: According to a study conducted by Tessian, employees receive 
an average of 14 phishing emails per year [60]. Particularly affected were 
retail employees who received an average of 49 phishing emails per year. 
From the months of May to August in 2021, email-based assaults increased 
by 7.3%. Phishing based emails accounted for most of these attacks, 
according to ESET's 2021 study [61]. IRONSCALES' most recent study 
indicates that since March 2020, email phishing attacks have increased 
in 81% of enterprises worldwide [62]. The study also found that whilst 
phishing attacks continually grow in prevalence and sophistication, only 1 in 
5 enterprises provide their staff with phishing awareness training annually. 
Additionally, 25% of all data breaches involve phishing, and 85% of data 
breaches have a human component, according to Verizon's 2021 Data 
Breach Investigation Report [62].

Throughout and after the COVID-19 pandemic, levels of phishing attacks 
have escalated, leading to companies and people being compromised. A 
scoping study Y. He, et al. found significant factors that increase susceptibility 
to phishing and other cyber-attacks [63]. Firstly, the reduced mobility due 
to countries' lockdowns and restrictions to travel necessitated more working 
from home and distant labour. Secondly, employees with no experience 
or training were unexpectedly moved to remote work environments. Third, 
personal communications require experience with digital communication 
technologies. This then exposed service employees and users to various 
cyber-attack threats [63].

The three preceding vulnerabilities influence every area of society. Due to 
unique circumstances during the pandemic and their crucial role, healthcare 

and government services were more susceptible to cyberattacks. These 
industries had more vulnerability because of poor digital literacy [64]. 
Attacks on these targets became increasingly frequent and more lucrative. 
Phishing attempts often lured victims into revealing sensitive information by 
various means like attackers offering highly sought after personal protective 
equipment (PPE) [65].

The impact of the pandemic caused severe stress, worry, and uncertainty 
that made people more susceptible to phishing attacks [66]. The research 
shows those individuals' fear of COVID-19 encouraged users to frequently 
engage with emails from health organisations like the WHO (World Health 
Organization) to read the newest health and vaccination advice [67]. 
Research found that fraudsters generated ad-hoc phishing communications 
that mimicked government announcements to increase their credibility and 
success [66]. The time between an official statement and attackers utilising 
the communication to their own advantage was often quite brief, such as 
two days, which helped increase victimhood and diminish a user’s ability to 
detect attacks.

Cybercriminals also use COVID-19-related anxiety to commit cyber fraud. 
According to K. Ma, 30% of cyber fraud occurrences include hackers 
approaching victims with relief, 22% with fear, and 22% with hope. Cyber 
fraud also utilises delight (15%), threat (6%), and compassion (5%) [68]. 
Cybercriminals may spread misinformation about cures/treatments, 
or government relief funds to utilise feelings of relief or hope to attract 
targeted victims. To facilitate feelings of fear or threat, they may circulate 
COVID-19-related pressures, such as false alerts about local outbreaks, 
or use intimidating virus-related images to make victims feel vulnerable 
and concerned [69]. Cybercriminals may also appeal to victims' emotions 
to encourage them to buy entertainment services or believe they are 
donating to the needy [68]. Research shows that cybercriminals use 
positive emotional pleas to trick victims into donating money throughout 
the pandemic.

COVID-19 anxiety may make one more susceptible to regular and 
COVID-19 based phishing attacks [67]. When impacted by fear regarding 
the pandemic, a person may be more likely to engage with a phishing link 
or open attachments without thinking. Thus, highly anxious users may not 
be able to properly utilise phishing detection techniques when previously 
in a low anxiety state they would have been able to more effectively. The 
pandemic has also affected mental health related to online behaviour. 
COVID-19 societal stigma may affect behaviour and mood. Considering 
the psychological backdrop, COVID-19 based cyberattacks may use 
victims' levels of stress, anxiety, and other emotional weaknesses to their 
advantage [69].

Discussion
Individuals scoring high in openness, extraversion, and agreeableness 
tend to be more susceptible than those who score high in neuroticism or 
conscientiousness. Investigating different components within personality 
traits could help achieve a more in depth relationship with susceptibility 
levels to phishing attacks, helping to indicate which components of an 
individual’s personality most affect levels of susceptibility. This is especially 
important as an individual may not display one predominant personality 
trait but present similar scores in different traits, where their correlation 
to phishing susceptibility is inverse. Moreover, an indication of when the 
value should be considered high enough to have a correlation with phishing 
susceptibility would be useful for vulnerability assessment. Additionally, 
personality traits influence online habitual behaviour and are linked with 
other factors (such as gender or age) that play a role in levels of phishing 
susceptibility. Identifying regularly occurring characteristics of victims 
could be beneficial in increasing the scope of understanding regarding 
the relationship between personality types and susceptibility to phishing 
attacks.
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Conclusion
Heuristics were found to be non-optimal cognition shortcuts that are utilised 
when engaging with complex problems such as attempting to detect a 
phishing attack. Heuristics have been found to increase the level of phishing 
attack susceptibility as they lead to cognitive biases in which an individual 
will automatically deem something as inherently bad or good. This finding 
was also interlinked with social engineering techniques commonly used by 
attackers, such as persuasive cues and time pressure, which can decrease 
the success of threat detection. Additionally, it was found that repeated 
exposure to phishing attacks can lead to mental fatigue and thus non-
optimal cyber-security practices and riskier online behaviour, making an 
individual increasingly more susceptible to attacks. Frequent cyber-security 
training is recommended to encourage users to report attacks and minimise 
individuals reverting back to risky habitual online behaviour. Overall, 
understanding and incorporating cognitive processes into cyber-security 
training would be beneficial in the future to decrease levels of susceptibility 
and thus decrease the level of successful attacks over time.

To considerably raise the likelihood of a person falling victim to phishing 
attempts, demographics (age and gender) must be paired with other 
characteristics such as technological expertise and technical understanding. 
The kind of wording used in a phishing email might activate trust or urgency 
cues in the receiver, which, if acted upon, can increase their likelihood 
of falling victim to phishing. It was also shown that an individual's self-
perception significantly increased the likelihood of being phished. Individuals 
who overestimated their ability to detect phishing scams were more likely 
to fall victim to them than to identify them. Frequent social media users 
exhibited dangerous online habits, making them vulnerable to phishing 
attacks. As the mind would be in a vulnerable state and appropriate decision 
making would be difficult, mental illness might potentially make an individual 
more susceptible to phishing assaults.

COVID-19 brought up several adverse consequences, such as despair 
and anxiety, which threat actors used in their phishing schemes. Due to 
COVID-19 fear, communications containing any information regarding 
COVID-19, such as vaccination emails, were considered as authentic even 
when they were not, resulting in more individuals falling prey to phishing 
schemes.

Phishing susceptibility was found to correlate with psychological influences 
such as the big five personality traits, heuristics and cognitive processes. 
These elements may make certain individuals more or less susceptible, and 
the current research indicates the need to explore phishing issues from a 
psychological perspective to develop more effective solutions. Additionally, 
demographic and other related factors along with current societal situations 
(such as COVID-19) contribute and influence an individual's level of 
susceptibility to phishing attacks.

The complexity of this paper and the novelty of exploring these factors 
separately and together help to broaden the scope of knowledge on 
phishing susceptibility through analysis of literature gathered from different 
viewpoints and contributors. The examination of cyber-security factors and 
explanations for individuals’ susceptibility levels from commonly overlooked 
psychological perspectives could help cyber-security expert’s work with 
cyber psychologists to develop cyber-security training programs in the 
future.

In future research, the current analysis could be extended further through 
the exploration of links established between elements investigated and how 
they interact with each other. This could provide a more in depth picture 
of relevant influences and lead to detailed identification of protective and 
risk factors and allow investigation of which aspects of an element have a 
greater importance and to what extent they influence each other. Further 
analysis could explore these correlations and perhaps extend to different 
types of phishing attacks, such as ransom ware, as factors 

affecting susceptibility levels may vary depending on the cyber-attack.
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