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Introduction

A critical transportation infrastructure integrated with a wireless sensor 
network based on the Internet of Things functions as a cyber-physical system. 
However, due to inherent cyber vulnerabilities of IoT devices and a lack of 
control barriers that could protect it, the new form of IoT enabled transportation 
infrastructure is vulnerable to cyber-physical attacks in the sensing area. 
Traditional risk assessment processes treat the physical and cyber spaces 
as separate environments, resulting in stakeholders (i.e., operators, civil and 
security engineers) failing to assess IoT enabled transportation infrastructure 
for cyber-physical attacks. This paper proposes a new risk assessment 
approach for cyber-physical attacks on IoT-based wireless sensor networks.

Until recently, critical infrastructure was thought to exist in a separate 
cyber or physical environment. However, critical infrastructure's increasing 
reliance on advanced technologies (e.g., the Internet of Things (IoT)) has 
enabled the integration of the physical world with computational facilities and 
the operation of critical infrastructure as a cyber-physical system. A significant 
number of IoT applications have recently been introduced in the domain of 
critical transportation infrastructure, providing reliable services with less human 
intervention. These services include, but are not limited to, an early warning 
system against hazards (e.g., scour) and a smart management system in the 
life cycle assessment of a bridge.

Description

The approach is based on the identification and proposal of novel cyber-
physical characteristics, such as threat source (e.g., motives), vulnerability 
(e.g., lack of authentication mechanisms), and physical impact types (e.g., 
casualties). The level and importance of these characteristics are used to 
calculate cyber-physical risk [1-3]. To evaluate the results of an IoT enabled 
bridge subjected to cyber-physical attack scenarios, Monte Carlo simulations 
and sensitivity analysis are used. According to the findings, 76.6% of simulated 
cases are high-risk, and control barriers operating in physical and cyber space 
can reduce cyber-physical risk by 71.8%. Furthermore, cyber-physical risk 
differs when the significance of the characteristics considered during risk 
assessment is overlooked.

Advances in IoT technology have revealed the potential for several 
applications in the field of structural health monitoring and damage 
assessment (e.g., monitoring through image processing). These Internet of 
Things applications improve the ability to automate processes, allowing civil 
engineering professionals to make informed decisions about the structural 

health of their systems. Such IoT applications would be impossible to realise 
without the use of an IoT-based wireless sensors network (WSN) as a key 
technology that enables connectivity with the physical environment within their 
layered architecture. The fundamental three-layer IoT architecture consists 
of the sensing, network, and application layers, each defined by its functions 
and devices. IoT devices (e.g., sensors, gateways) located in physical space 
(e.g., the deck of a bridge) as part of the sensing layer, detect, collect, and 
process data collaboratively [4,5]. The network layer enables wireless data 
transmission by leveraging recent advances in wireless network protocols 
(e.g., ZigBee, Bluetooth). Through the application layer, this data is sent to the 
end-user for data analytics and processing.

Conclusion

Quantitative scores are used to evaluate the level and significance of 
cyber-physical characteristics. To demonstrate the application and utility of the 
approach, an illustrative, yet realistic, case study of an IoT enabled bridge 
being subjected to a cyber-physical attack (i.e., energy depletion attack) 
against its IoT based WSN is used. The cyber-physical attack is divided into 
four scenarios based on the use of various control barriers that can prevent 
and detect cyber-physical attacks. Control barriers can operate separately or 
concurrently in cyberspace (e.g., intrusion detection systems) and physical 
space (e.g., motion detectors) (i.e., integrated control barriers).
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