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Introduction 

When keys are transmitted over public channels, they are vulnerable to a 
variety of security threats. We propose an image encryption algorithm based on 
complex network scrambling and multi-directional diffusion in this paper. The 
RSA algorithm is used to encrypt the key associated with plaintext, combining 
the idea of public key cryptography. The algorithm is divided into three stages: 
key generation, complex network scrambling, and multi-directional diffusion. To 
begin with, during the key generation phase, SHA-512 and the original image 
are used to generate plaintext-related information, which is then transformed 
into a plaintext-related key via transformation mapping. Second, in the 
complex network scrambling stage, the chaotic random matrix establishes the 
node relationships in the complex network, which is then used to construct an 
image model based on the complex network and then scramble images by 
combining pixel-level and block-level methods. Finally, in the multi-directional 
diffusion stage, the multi-directional diffusion method is used to perform 
forward diffusion, middle spiral diffusion, and backward diffusion on the image 
in turn to obtain the final ciphertext image. 

Description

The experimental results show that our encryption algorithm has a large 
keyspace, the encrypted image has strong randomness and robustness, and 
can effectively resist brute force attack, statistical attack, and differential attack 
[1-3]. A large number of digital images are transmitted on the network in this 
era of rapid information technology development. Satellite images can reveal 
a wealth of information, such as the distribution of city buildings and crop 
growth; medical images can reveal health status, age information, and so on. 
Images containing sensitive information, such as military secrets, commercial 
information, and government documents, are also available. Furthermore, 
when images are transmitted over public networks, security risks such as 
interception, tampering, and copying may occur. As a result, academics are 
becoming increasingly concerned about image security.

Image encryption is an effective method of image security. Traditional text 
encryption schemes include DES, AES, and others. When using these schemes 
to encrypt images, the image must first be converted into a bit stream, which 
ignores the high information content, redundancy, and correlation between 
pixels. As a result, traditional image encryption schemes have drawbacks and 
are not suitable for image encryption [4,5]. As a result, developing new efficient 
and secure image encryption algorithms has emerged as a critical research 
topic in the field of security. Because chaotic systems have properties like 
initial value and parameter sensitivity, ergodicity, and unpredictability, they are 

well suited for image encryption. Scholars have proposed numerous image 
encryption algorithms based on chaos theory. Hu et al., for example, proposed 
a coupled chaotic system based on unitary transformation that can combine 
two one-dimensional chaotic systems into a chaotic system with improved 
performance, on which an image encryption algorithm was designed to encrypt 
the high and low parts of an image separately.

Conclusion

 Complex network theory evolved from graph theory in mathematics, 
which can represent interactions or relationships within complex systems. 
Complex networks are made up of nodes and edges. Transportation networks 
comprised of linked cities and highways, as well as the Internet comprised of 
computers and networks, are examples of complex networks in everyday life. 
Complex networks now have numerous applications in social sciences, control 
engineering, and secure communication. Many existing image encryption 
algorithms employ symmetric cryptosystems, which use the same key for 
encryption and decryption. As a result, securing the key during encryption and 
decryption is difficult. In asymmetric cryptosystems, however, the public key of 
the receiver is used for encryption, while the private key of the receiver is used 
for decryption. As a result, asymmetric cryptosystems can address the issue of 
key security during transmission.
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