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Abstract: The health care sector is now embracing a plethora of newer technologies and, eventually, producing
a massive amount of data. Managing these data for effective health care systems is a challenge. Health care data
analytics is a multidisciplinary field where scientific investigation is conducted to study social factors, financing
systems, health technologies, and personal behaviours. Health care analytics aims to make health care effective,
affordable, safe, accessible, and patient-oriented. The motivation behind health care analytics is to benefit both
the patients and the healthcare providers. Health care brings together experts from various disciplines such as
medicine, social science, statistics, engineering, policy, governance, etc. However, one of the challenges the health
care sector faces is detecting and identifying cyberattacks and reducing cyber incidents. Due to the emerging
malicious Internet users, i.e., cybercriminals, health care is being affected. This talk will address the cybersecurity
challenges associated with smart healthcare, which will provide a bigger picture of the concepts, intelligent
techniques, practices, and open research directions in this area.
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