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The adoption of cloud services has been rapid in recent years, over most sections of industry, except for Life Sciences. While 
the majority of organizations have been quick to realize the efficiency benefits of rapid deployment, flexibility and general 

accessibility, leaving the technical details to specialist providers, (internal or external), Life Sciences companies’ use of these 
systems has been slow and tentative. The stumbling block has been the perception that validation of such systems is difficult 
or indeed impossible and therefore use of them would lead to non-compliances. Current regulations regarding validation 
of computer systems were written before could models were conceived, and the latest published guidelines barely cover the 
subject of cloud systems. A few Life Sciences companies have started to look at this area, and though the technical and non-
technical media are full of articles, of varying usefulness, on what can be done with “The Cloud” little attention has been paid 
to regulated industries. Those pioneering Life Sciences Companies that have investigated cloud models have tended toward the 
use of infrastructure and platform as a service (IaaS and PaaS), where the risk and rigor around qualification of infrastructure 
are seen as presenting fewer issues than that of full software as a service. However software as a service can be validated. This 
presentation will show that the use of different principles and techniques, from those used to validate stand-alone systems can 
be used to carry out validation, even of large configurable systems such as ERP systems. Issues addressed include:

•	 Validation for first use
•	 The role of the service provider
•	 Auditing the service provider
•	 Frequent changes to the system, not under the control of the regulated company
•	 Quality and risk management at the service provider and the regulated company

The presentation will include: 
•	 A brief overview and definitions of different types of cloud model
•	 A description of the challenges of qualifying or validating each model 
•	 Why SaaS requires a different approach
•	 How the approach was put into practice

∗∗ A case study where such a project has been implemented and the changes procedures and principles that were 
required for both the service provider and the regulated company 

∗∗ Lessons learned
∗∗ How the compliant state is maintained
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