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Secure digital forensic imaging (SDFI)
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ecure Digital Forensic Imaging (SDFI) is used as a legal process that utilizes photographic capture devices, image

management software tools and software encryption technologies. These three primary elements of secure digital forensic
imaging continue to evolve independently of each other. Most forensic photographers have embraced the advancing technology
by moving away from film based capture devices and into digital capture devices, however, cell phone cameras and most point
and shoot devices lack the ability to capture RAW files or capture viable depth of field, key elements within the Secure Digital
Forensic Imaging process. Additionally, an expert in photography is not, by default an expert with computers or an expert with
encryption tools. Digital forensic images must legible, be secured from unnecessary access and protected from tampering to
be legally viable.
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