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In an effort to establish a standard for responsive networking systems, we provide a survey of available tools and their applications 
for network forensics, as well as discuss the accessibility of these solutions to implement. Our paper investigates four network 

security tools in detail: Fail2ban, Netdata, Nmap, and HoneyDrive3 to test run on experimental setup. We compare these tools with 
respect to 7 fundamental forensics criteria as logging, automated threat response, active monitoring, capability to prevent attack, 
malicious activity detection, notification of malicious activity, and security auditing. The results of these experiments are compared 
for further evaluation. We rank results based on the percentage of coverage for the full set of 7 forensics criteria. We also emphasize 
how the utilization of the relevant solutions could have aided in mitigating past threats.
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